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Dear brothers and sisters in 
Myanmar, 


We are part of the Resistance in 
Hong Kong, and we look at what is 
happening to you in Myanmar with 
concern and great sadness. We 
share your values, and stand with 
you in the fight for a just and free 
society. 


Our situations are different, but you 
may need to steel yourselves for a 
protracted struggle --- esp since the 
military seemingly has the blessing of 
the CCP. There is a semblance with 
Belarus which has Putin's blessing; 
they, like us, were buoyant in the first 
months but also saw brutal and 
prolonged crack-down. Civil 
disobedience doubles the odds for 
toppling dictatorial regimes, but that 
is still a coin-toss 54% after 5 years. 
Of course, after 24 years, you know. 


Links & resources 
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The Hows are hard-won. None of us 
knew what we were doing, and we 
made mistakes and took many false 
turns. 
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efgo{gevoreus ees 4 view of that How, so you will not need 
7 o'r to make the same mistakes we did. 
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dense city, under the international 
limelight everywhere, 
hyper-connected digitally, and 
resource-rich. (The same also 
applies, to a greater extent, to the 
CCP-puppet government!) Our 
situation is thus very different. We 
also try to protect, to some extent, 
our sources and methods, and not 
everything is spelt out clearly. You 
will need to adapt the Hows and 
solve some problems. 


This Manual has two parts: 


(1) The first part (this document) 
describes 60 unique roles that 
were present in the HK19 
movement. 


(2) The second part is the How 
To guide by protestors in each 


role. (Not all of us are around 
any more, so coverage is 


probably slow and patchy.) SS 


We also have set up a public Q&A for | The HK19 Q&A 
us to have a conversation, mediated 

through English-Burmese translators. 

(Thank you translators for your hard 

work.) 

To keep links easy to find, they are 

placed in the right-most column. Like 

the Q&A! 
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l. The roles (32952020) 4p?) 
Physical-based Classes(o30q 0209602294p3) 


1. Front-liners 


2. Fire Magicians 

3. Fire-fighters 

4. Seal-makers 

5. Engineers 

6. Water Magicians 

7/8. Black Magicians / Critter Magicians 


Co 


rt Cl (ep) : 
9. Scouts 
10. First-aid / 11. Medic 
12. ial worker: 


13. School Buses 
14. WLF: the Peaceful, Rational, Non-violent Ones 


15. Arrestee Support 








There is a role for everyone, 
regardless of their age, gender, 
wealth, or education. Resistance 
truly takes a city (or a country). 


Take care. May Peace and Unity be 
with you. 


HK19 


16. Legal Support 
17. Gear Vendors 


18. Tree-hole (Mental Health Support) 
19. The Owners of Gold 
20. Yellow Businesses 
21. Yellow Business Go-Betweens 
22. Overseas support groups 
Information classes(2009C232qj023200026U2294p?) 
23. Telegram admins (for activity channels) 
24. Public activity organizers 
25. Mappers 
26. Citizen reporters 
27. Reporters 
28. Citizen’s Press Conference 
29. Telegram admin (information channels) 
30. Info Websites 
31. The Kwan Kung Temple (Press liaison) 
32. The Calendar 
. 


The Keyboard Fighters(a3299096q2074ps) 


33. Doxxers 
34. Admin - Facebook Pages 
35. Admin - Instagram 


36. LIHKG Ground-washing Crew 
37. Petition Drummers 


38. Twitter trenches 

39. Reddit 

40. Apps 

41. YouTube 

42. The Score-Settling Accountants 
43. Platform Owners (LIHKG) 

44. Advertising Snipers 





45. Publicity Teams 
46. Translators 


47. Photographers 
48. Writers 
49. Pamphlet & Magazine Teams 
50. Artists 
51. Climbing Brothers 
The Politicals($cé6qz296224p2) 
52. Legislators 
53. District Councillors 


54. The Elders 


55. Non-party line political organizations 





56. Student activism groups 
57. Professional / Labor Unions 


58. Sanctions 
59. KOL 
The International Lines($Cé020795¢00607500935224p?) 


60. International Publicity 
61. International Sanctioners 


Value-Adding (Capacity-building) Classes 
62. Grassroot activities 
63. Academics 

Locked classes 


ll. The Manual 
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Cantonese is a punny language, and the 
HK19 movement is full of whimsical 
slogans and analogies. 


One of the early attempts to disguise the 
protest was to talk about it as an RPG, 
and terms like “fire magic’, “ 


and “HK Online 2.0” became mainstream 
usage. 


Another disguise was speaking of protest 
with school terminology, so a car that 
helps protesters get home is a “school 
bus”, and gear for protest are “stationery” 
(sometimes they are actually stationery!) 


In HK19 we use these original terms. So 
when we describe the roles, we refer to 
them as “class” and “role” (like an RPG) 


water magic”, 
“black magic” (you don’t want to know...), 


Links & 
resources 
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While the roles are grouped together 
based on what they do, they are not 
arranged in any particular order. We love 
all our sisters and brothers whether they 
stand in front of us or take care of our 
backs @ 


Even though they are listed as separate 
roles, often protestors “multi-class” and 
serve more than one role at atime. This is 
very helpful to build trust across the 
teams. 


The non-visible roles are as important as 
the visible roles. The government and 
their goons are not a monolithic bloc but 
rift with fracture lines. Many are 
unthinking amoral creatures that “are just 
doing their jobs”. When there is sufficient 
pressure applied to their welfare (e.g., 
through public shaming of them and their 
families) some ranks will break. 


Few are ideologically “pro-dictatorship”. 
Most who are vocal about supporting a 
military-authoritarian regime get treasure, 
fame, or approval from it --- or they are 
expecting to get these, betting on a 
winner. (Sadly, the “cleverest”, “most 
accomplished” members of society are 
exceedingly prone to 
self-preservation/advancement.) 





These people can be ignored. When your 
eS coalition looks like it is winning they will 
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Physical-based Classes 
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1. Front-liners 








Links & 
resources 


The physically-based classes are often 
the young men and women who appear 
in the photos of protests --- in 
black-bloc to protect their identities, with 
goggles and respirators. 


For us, they appeared after a month of 
protests, when a million and then two 
millions of the city came out to peaceful 
marches and were met with violence by 
the police. 


Often they take on a defensive role, 
creating space and buying time for 
other civilians to leave safely, at huge 
personal risk --- of injury and 
imprisonment --- to themselves. 


Links & 
resources 


The “front-liners” equip themselves with 
protective gear (goggles, tear-gas 


mask, some body armor, makeshift 
shield), often times tools to create 
barriers (e.g., forming fence 
barricades), and sometimes weapons 
(usually umbrellas, blunts, and slings). 
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army the risk of this group would be 
much much higher. 





2. Fire Magicians 
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Links & 
resources 


“Fire magicians” are front-liners who 
use fire and explosives. These are 
controversial amongst the public, 
difficult to control, and very visible; their 
use has to be very carefully 
considered. It is not just a 
philosophical consideration of whether 
you should fight fire with fire, but also 
the pragmatic issue of whether you 
should be fighting giant mountain fires 
with the puny candles that civilians 
have access to. 


Fire usually is just fuel and a 
flame-source; when bottled they are 
known as Molotov cocktails. Additives 
in the bottle give them different 
properties (e.g., sticky flames or high 
heat). Fire is indiscriminant; the bottles 
are hazardous to make, hazardous to 
carry, and hazardous to throw. 
(Inexperienced throwers often end up 
pouring fuel on themselves as they 
throw!) 


In HK, fire magic saw no meaningful 
offensive uses outside of the Siege of 
Universities. The range of hand-thrown 
cocktails is at best 30 m, well short of 
the ~100 m stand-off distance (and 





reach of firearms). 


They have seen defensive uses, as it is 
easy to light up barricades, or throw 
them at the 30 m range to maintain 
distance. 


Fire can also be used for arson 
(destruction of properties). This needs 
to be very carefully managed --the 
signaling before and after needs to be 
very explicit to justify the need for 
arson (“we will target this building 
because [...]”, “we burnt this shop 
because [...]”), otherwise it becomes 
: easy for false flag agents to hijack the 
09920204 ]|260I incident for future escalation. 
(There are less overt means of 
property destruction; the most valuable 
items are often electronics, which are 
perhaps more susceptible to sea water 
than the spectacle of fire.) 





3. Fire-fighters 
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“Fire-fighters” are the front-liners who 
specialize in taking out tear-gas shots 
as quickly as possible. 


They are usually equipped with as 
good tear-gas protection gear as 
possible, which includes: 


(1) air-tight goggles, 
(2) respirators with 60926 cartridges 
SBOZC24\S9GS3a~92q 3] 3000903620099) (multi-gas / vapor + P100 filter) 
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a903M 6AN26GAQN20CD09C00D 602099009203 They try to approach the freshly shot 
canister, dunk it in the waterproof bag 
and seal it off. This takes out the 
canister completely and works much 
better than either squirting water on it 
or covering it with traffic cones. 


Fire-fighters share the same hazards 
as other front-liners, with the additional 
chemical irritation from tear-gas on 
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4. Seal-makers 


or (a5 Jo°e) G2609) BUIDCENIIC~D cgodc0b90 960226! 
aos(yacgul 609300UII cpoogseulzqp2go vlocos 
3 Oo] IL 0 ° 
sfpoll ey a Sg cpa53B20009 Seoq 
L L 


099(0: 60D) BOSE 9260209 3aC323 ab3 eee 3d0]100U0II 


¢ je) 


QG6ODI! SaQPe: 3008 o0udU9G6E00C@ (elosenebaces: 
dt IL Ie 


24) 000s Beene 200M 
5] 3 


c c Cy 
on§sapa9c0908(AqUloovdu 


¢ c c 
I9EOQNICOID SMI COND 


ODOD 
com] 


OIG OID 3309 ac §e034, oD 
Bere O lene 990300 sa(§ eoae aise ia 6021 O 


Ps 
OD ae 
° L 


ai$: (0312 602 6902602 3a093 Gig: 8 o3[a3dloou5u 


IL 


Ss ¢ 


4, saleees: BFEGOQMES 60025030lo0051 3303 


Links & 
resources 


Early in the movement (June 2019), HK 
had freedom of assembly, and 
marches/protests were allowed. This is 
when million/millions strong marches 
happened. 


Soon the State forbids public assembly 
of more than three people, and forcibly 
terminates protest marches. Citizens 
continue to march, despite the threat of 
arrests and closure of public transport 
(esp MTR, the underground subway). 


One popular tactic of the police was to 
base inside the subway stations, and 
emerge suddenly to attack (tear-gas / 
shoot). If their initial assault were 
successful then they would occupy the 
route and break a march into multiple 
sections. 


The seal-makers are a response to 
these “surprise attacks”. They carry 
additional chains and padlocks / bike 
locks, and double-lock these 
gates/subway stations so the police 
cannot burst from underground. 
Generally these locks are applied at 
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overhead heights, so that grinding 
machines / lock-picking will take more 


time to be set up and thus giving the 
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public more time to respond. 
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A sub-class of frontliners, there are 
different kinds of water magicians. 
Some fill up water-balloons with paint, 
throwing them at the goons as to cover 
up their helmet visors. Some launch 
caustic liquids. 


These are not very effective in a 
head-on confrontation, because their 





projectiles have far shorter ranges than 
firearms. 





7/8. Black Magicians / Critter Magicians 
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To deter military advancement, a 
specialized group ferments secret magic 
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This magic potion requires great 
dedication and very understanding 
family members. 
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Oh budding Black Magicians beware! It 
is known to explode from pressure in the 
brewing process. That's shitty. 
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Support Classes 


9. Scouts 
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“Scouts” describe everyone who reports 
what they saw. 


The general public who reports police 
movement to a telegram / social media 
channel is a scout. There are also 
specialized scouts, who train themselves 


to report more precisely and accurately, 
under pressure and blending in with the 
crowd. 


Some scouts are attached to front-line 
groups on a per-event or permanent 
basis, to assist the front-line groups in 
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better understanding the situation on the 
ground. 


A scout team comprises the eyes on the 
ground, as well as the Air-Con Team that 
processes the information delivered by 
the scouts. These teams often work 
around the clock in shifts. 


Scout team is usually supported by a 
Tech Team which devises procedures 
and invent tools that facilitates 
processing the large volume (and often 
uncertain) information stream. 


They sometimes work with the Mappers 
to create maps for the public to use. 


It takes weeks (even in hyper-connected 
HK) for the general citizen to establish 
the habit of reporting what they see, so 
this is best started early. The effect is 
that everyone has a general awareness 
of what is happening, and working with 
the Schoolbuses and Neighbourhood 
watch groups, there can be rapid 
response organized. 





10. First-aid / 11. Medic 
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resources 


Instructions for 
being trained up 
as First Aid and 
Medic are 
available in ||-10 
and |I-11. 


There are two kinds of medical care that 
people will need. In this document we 
refer to them as First Aid (this section) 
and Medic (section 11). 


Everyone can be “first aid” after brief 
training. The scope included stop 
bleeding, washing eyes (after tear-gas), 
moving patients... etc. 


“Medic” required tools and professional 
knowledge such as patient assessment, 
suture, “underground hospital support”, 
will be illustrated in section 11. 


Please understand that doctors and 
nurses sometimes hesitate to go to that 
front. In military medicine, we have a 
term called “self aid”. So, please train up 
everyone as first aid, they can “treat” 
themselves. 





12. Social workers 
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Be aware that the State (and its 
army/police) does not reason in terms of 
morality, but whether you are for or 
against them. These social workers have 
been arrested and charged (for rioting). 
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14. WLF #0223—: the Peaceful, Rational, Non-violent Ones 
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The pan-democrat in HK used to describe 
themselves as #IF#3EJE wod4 led fei1 
fei7, that is, “Peaceful, Rational, 
Non-violent, No-to-even-foul-language”. 
We retained the term for the 99% of the 
citizens --- the backbone and soul of the 
movement --- who exercise their rights to 
free assembly and free expression. 


(We dropped the last fei7 because 
Cantonese native speakers swear all the 
time anyway, and especially so when 
faced with the unjust and violence.) 


The 2014 Umbrella Revolution saw clear 
divisions between the WLF and the 
“aggressives”, where they detested one 
another’s tactics and methods, and 
refused to work with one other. 


HK19 sees a much more intricate 
dynamic between the WLF and the 
front-liners, with greater respect and 
tolerance for one another’s methods (408 
485} wo4 yung5 bat1 fan1). This is 
probably because we saw that, despite 
peaceful marches of 1 and 2 million on 
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consecutive weekends, the government 
did not respond but simply unleashed 
more resources (and violence) in 
repression. 


The support by WLF is seen by their 
courage to show up to “illegal gatherings” 
(all gatherings were deemed illegal!), 
usually in mourning black (in solidarity 
and protection for front-liners), and 
support to all means of protests that does 
not involve destruction of properties. (The 
HK WLF are far from boring; from human 
chains to Lennon Wvalls, to airport 
shutdown, “laser pointer parties”, 
anthem-singing concerts, we learn from 
what worked elsewhere and are ready to 
give everything a try.) 
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Protestors that are arrested need immediate 
and continued support, and specialized groups 
in HK assists each stage of this dark journey. 





People who are arrested will be taken to some 
destination, and it is much easier to have legal 
representation if their whereabouts is known. 
One group collects photos from different 
sources (e.g., TV, reporters, citizens reports) to 
identify who has been arrested, and if possible, 
identify using the vehicle (and the scouting 
network) where they have been taken to. 
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Families of the arrestees often face a long 
(overnight) wait, and other citizens can make 
that wait more comfortable by bringing food, 
drinks, and warm clothing. 


Arrestees are sometimes released on bail, and 
they are under certain conditions that make it 
difficult to hold down a regular job. In these 
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¢ ¢ . work with their situation would be helpful (see 
COloov5I (Yellow Businesses 
Yellow Businesses). The arrestee sometimes 
simply needs to post money for bail (which they 
don’t have), and a fund created for these 
purposes gives them access to this money. 
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legal representation. A roster of lawyers 
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arrests are happening. 
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In HK, legal proceedings will drag on for 
years, and are extraordinarily expensive. 
Establishing a crowd-sourced fund to 
support this is important to start early 
(while every part of the community is still 
personally involved), even though its 
usage may not become apparent until a 
year or two has passed. 


[Editor: | need help here. | don’t know 
enough about how (pro bono?) lawyers 
work.] 
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A protest in the streets requires a large 
amount of logistical support. This starts 
from the procurement of resources, 
which answers the twin questions of: 
1. how large amount of gear (e.g., 
respirators) is 
a. imported, 
b. stored, and 
c. made available; as well 
as 
2. how this venture is to be 
funded. 


If a communal set of supplies 
(equipment, signs, and food/water) is to 
be established, that is, supply depots 


6320020] 3aq]NDqP2320209 see[ggesvleo are on-site at the protest, then further 
questions need to be answered: 
1. How will this supply be 
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vd036g, 805i . How would the needed supply 
go from the depot to where it is 
needed (or moving away when 
the hot-zone encroaches closer) 
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gloves, helmets, goggles) need to be 
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last question of how these resources 
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19. The Owners of Gold 
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Over months-/years-long conflict and 
political repression, many in the Resistance 
will develop depression, flash-backs, 
anxiety, and PTSD. 


Groups that are trained in mental health run 
“tree holes” online, so that protestors can 
have confidential mental health support. 


Everything costs money. While some costs 
are borne by the people that runs the 
service (e.g., fuel cost for the schoolbus), 
other roles may be more complex in that the 
people with the skill may not have the 
money (e.g., designers may be starving 
artists that cannot afford making 3000 color 
prints). 


At the same time, there may be citizens that 
can afford the sum, but lack the time/skill. 


There is, then, a need for a trusted 
mechanism for funds to go to the right 
person for the right things. 
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eat buns dipped in blood”), the State using 
investigation as an excuse to freeze bank 
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fluctuations for cryptocurrencies. 
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20. Yellow Businesses 
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Pro-democracy (yellow, the color of 
the movement) businesses can help 
the movement discretely or overtly, 
and in a variety of capacities. 


They can help by signaling, for 


¢ ° c_c.o cme, example, allowing their storefront to 
yea lee adala Lennon Walls [giepog§ (23) sacpaoc|g ° be used for Lennon Walls, or 


J 
[Goodgsaclgievs[gcs [govlooudn decorations; 


They can help by providing secured 
venues for other groups to meet, for 
street protestors to rest, and for 
storage and distribution of physical 
goods; 


They can help by funding activities, 
and providing job opportunities for 
arrestees. 
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21. Yellow Business Go-Betweens 
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Some entrepreneurs seek to create 
new businesses to serve the protests. 
These have a mixed track record 
because starting a business is difficult 
on its own, being part of the 
Resistance is a second job, and doing 
both while maintaining additional 
constraints means it is very difficult to 
be successful. 
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The whole is greater than the sum of 
the parts, and this is very true in the 
case of Yellow Businesses. It helps to 
establish a local/city-wide network of 
Yellow Businesses that supports one 
another, B2B services, and for the 
customer to be able to find the Yellow 
Businesses at first place. 


The go-betweens [editor note: we 
need better names than this.] may not 
themselves be business owners, but 
is able to provide time and skills to 
create the network and add their own 
values to the network. 

(We can call them Network 
Connectors) 


Some of what they can do is to: 


e Vet and provide visible, 
standardized signs to identify 
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yellow shops (mai5 zhu |in4); 
Provide online directories / 
maps so that consumers can 
easily find Yellow Shops to 
fulfill their needs 

Negotiate with businesses so 
they share discount cards / 
mutually beneficial crediting 
system 

Negotiate with businesses to 
make a common offer to aid 
the protests (e.g., service / 
funding pledge) 
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22. Overseas support groups 
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[Editor: | need help here. If you are in contact with 


overseas support group, please help them get in touch 
with me.] 
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https://isupportmya 
nmar.com 
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23. Public activity organizers 
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In 2019, it was possible to organize 
assemblies and marches provided 
that they were approved by the 
police. This involved providing a 
proposal with: 
e Routes, 

Timing, 

Expected participants, 

Marshall recruitment, and 

Other parameters 


This is then followed up with 
meetings where the particulars are 
negotiated. 


Initially these processes were all 
organized by existing political 
groups (i.e., political parties, or an 
alliance such as the HK Civil Rights 
Front). However, these are 
constrained by their focus and 
interests, and other people found 


that they want to organize activities. 


As such, groups such as the Civil 
Assembly Team were assembled 
(pun intended :) ). They learned 
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how to apply and organize logistics 
(e.g., stage, audiovisual, press) for 


; public assemblies, and lend their 


Hep) expertise to other people who may 


; want to organize activities but have 


no experience in navigating the 
bureaucracies. 


Shortly the police begins to outlaw 
all public gathering, and these 
approved assemblies take on little 
role. 
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With all public gatherings de facto 
forbidden, the calling and organization of 
protests needed to happen online. 


With security and hidden identities now a 
paramount consideration, much of the 
info flowed through Telegram, where it is 
possible to operate under multiple 
paradigms: 
Channels for one-way info 
distribution, 
Groups, public and private, for 
discussion, 
Private messaging for 1-on-1 
communication, which includes 
a. Text, 
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Voice chat, 

Video chat, and 
End-to-end encrypted 
Secret Chat 


When used properly Telegram can be 
very secure (see the Manual, Part II, on 
digital safety). 


The activity organizing teams (e.g., 
“Sucker”, “Mission Dawn”, “City Online”) 
would often operate at least a group and 
a channel. The group (discussion) is 
usually a cacophony of disarray and 
arguments between hundreds of 
members, through which sometimes 
ideas float to the top and the team 
decides to make it happen. 


The organizers then refine the plan and 
liaise with other services. Once the plan 
is deemed reasonably sound, it is posted 
to the Channel, which has a broader 
(e.g., 300,000 people) reach. 


People taking on these roles need to be 
obsessive about digital and physical 
safety. The State aims to create an 
“atomized” population of individuals with 
no capacity to mobilize, and you are the 
only obstacle on the way to this dystopia. 
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26. Citizen reporters 
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resources 


www.hkmap.live 
Myanmar Live 
Map 


GenZ: Myanmar 
Live Map 


Mappers convert reports from scouts / 
reporters / TV into maps. 


In Hong Kong we had 


(a) Automated maps, and 
(b) Hand-crafted maps 


These two approaches complement one 
another, and both are quite labor-intensive 
and require a team to operate. 


In the automated, crowd-sourced approach, 
a web-based interface / app was set up and 
citizens can easily input what they see 
directly on the map. The input is 
immediately “live” for everyone to see. 


Hand-crafted map team takes the stream of 
data, which may include the crowd-sourced 
map, and draws the situation in real-time, 
applying her experience and analysis to 
filter, guide, and sometimes project what will 
soon happen. 


Telegram channel 
@realtimemaphk 
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One of the features that distinguishes 
HK19 with the 2014 Umbrella movement 
or the Arab Spring is that all citizens have 
access to high-quality (smart-phone) 
cameras, and with an internet connection, 
can document the reality that the State 
prefers to remain untold. With high-speed 
internet connection this can even be 
live-streamed. 


This means that there is not only no 
monopoly of the State on what can be 
viewed, it also removes the gate-keeping 
requirement of the media (which are often 
hostage to commercial interests that are 
themselves hostage to the favors of the 
State). 


Citizen reporters, not affiliated with an 
established media organization, thus 
makes the facts more readily available, 
and a collective of these perspectives 
triangulates to a Truth that is much more 
difficult for the State to distort or censor. 


This free flow of information is the 
foundation to a variety of other services 
such as arrestee support (citizen 
reporter’s videos / photos help find out 
that someone was arrested) and scouting 
(the video acting as an eyeball of what is 
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currently happening). 
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civilians, with blatant violation of 
international norms and even their own 
laws, they will certainly find openness 
and transparency an enemy --- and by 
extension, treats Reporters as part of 
the Resistance. 
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The power imbalance between the State 
and the citizens is acute. This extends to 
what gets shown in the news. The State 
can organize a press conference to state 
their point of view, where it then gets 
repeated and magnified many times by 
the state-affiliated media. 


The citizens, however, may be 
interviewed but then only seem to 
represent a single opinion, easily brushed 
away. 


The Citizen’s Press Conference (CPC) 
was organized to provide an official venue 
where the pro-democracy camp can invite 
the press (incl. Q&A), have bi-lingual (and 
sign language) translators in place, and 
thus a greater reach / more authoritative 
voice while preserving the safety & 
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identity of those attending. 





29. Telegram admin (information channels) 
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Unlike activity channels which exist 
primarily to call for action, information 
channels (e.g., @WeatherJJ and 
@612reminder) collates, vets, and 
distribute information from different 
sources (including traditional media, 
live-streaming, and other telegram 
channels). They usually write editorials 
and analysis, and have a large (> 100k) 
and loyal following. 


Information channels often have their 
unique focus, and depending on the 
talents on the team, different capacities 
(e.g., infographics). 


Most information channels are “general 
purpose”, as in, they were active before 
HK19 movement started, and continue 
throughout the years even when there are 
no protests happening. WeatherJJ, for 
example, is an actual weather aficionado 
channel that happens to post / map 
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30. Info Websites 
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protests and other social events (e.g., 
covid19-related regulations). 


Some information channels are “localized” 
and provide detailed accounts for events in 
a district. 


Information channels, due to their 
round-the-clock nature, often have a team 
on shifts, and ability for anonymously 
processing submissions through a bot. 
Information channels often also have bots 
to cross-pull entries from other information 
channels provided that they fulfill particular 
criteria (usually specific #tags). 
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31. The Kwan Kung Temple (Press liaison) 
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32. The Calendar 
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The KKT (a Cantonese word play on Kung 
Kwan Temple, the “public relations 
temple”) is a Telegram channel that acts 
as a liaison between the (foreign) press 
and the local citizens. 


They receive requests from the press, 
verify their identities, and post the 
interview requests on the channel. 
Citizens that fit the role can then choose to 
respond (“to #167”) and the KKT will put 
both parties in touch. 


Over time, this became an entry point to 
the HK19 protests, and academics / 
researchers also find that they have a 
central contact to safely and reliably reach 
protestors / citizens in different situation 
(e.g., gender / age / profession) 


were events happening every weekend, and several 


Ce From 2019-07 there were several months where there 
- 
. smaller events through the week. People always knew 


0560[09692039603 0968[agdloou5n what was happening through the Hong Konger’s Activity 
5 hedule. 
9096090906 005300003 c90900 Schedule 
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(G029C609969902/99034, 09 OgP2@ 30q]|$GU08) Hong The Calendar Team, responsible for the Schedule, works 
on ae. c_ | behind the scene to help negotiate for weekend / evening 


Konger's Activity Schedule Megs ga(gooe2a3eg[agVloou5u 


slots; when this is settled, they then prepares, updates, 


and publishes the following week’s event in standard 





Links & 
resources 





30 1$@090260909 0320$U9 oloo05II 
al? or oT § real 


¢c N c € N je) 
pmdagusmeg Geogsr0g0) osg! orgHag 4, 26H 


c 
OO 

1 ¢ eoc fe, ¢ coe 
OP 40 ODOOII 29SC2[G2qC Cs0cgl 


c c 
096g 02qVUloou51 


¢ Co c co c 
CQQUD0IM) omadsapdea0rE03qe00los05 


Cc 


Co 


digital / poster calendars. Their work synchronizes all the 
protest movements, and presents in an easy-to-follow, 
easy-to-read form. 





The Keyboard Fighters 


33. Doxxers 


comme) c c ° co 
Oo) Osar26U;[Csaa08(GC Sasa) DGOOD 
Oo -L 7 L L 


c ¢ je] ° 


[126 (093a060SCVlodv5n Osarz6U36 BaGQIC3203 5300036 
O>IPS $ ° o@ ° op pus ° 


Cc Co ° Cc N Oo. 6 
ODIODINNIGOD) DDOIGOIIS COUDIGOIICGOD 99024 PeDOGI COS 
L 2 ()) IL oL Ofe IL t-te IL 


c oot Oe 3 Ox ¢ (oc c,2 c 
mung) POO OD9992602NI 03D 99026), 320 pd! COO)! OgegO ODI 


s ¢ ¢ 
sa6[0200360) 30013206 


° fe} 
On 


0509 0906U920960I9NIN2 00099 2300094, 

Cc Cc ¢ fe] c oc ¢ Cc ¢ .9 
9900€2399}09320002602N9 O2C[GSCOUd Esqpod09 Gesquud! 338 
39q|MSV0oIIGOZM cosaqp2[09200 

¢ oO ¢ ¢c ¢ [=e] 
EEPMOIq]|zCop0s [goqevdu Sade 

‘ Cc 


° ° ¢ 
O0ID3200009 g}codzqUleudm 
L Oo L J 


° x ie] 
292093091 DDOIGOD)D OOD= 


° ° 


3 
03 
35 
D) 
S 


8 
'D) 
. 
S 
©2 o 


c c Cc 
? olevdil 6322026[g000000260)00 
2) ° N c c c cooc co 
2S0 203 | GOD SOM IDIVIEA)s Og09NIM) OOIQ|OO 
fo} Co) fo) rf Ie 
oc 


0 GOo Wo 
woo 

O 

Cc? 
-ho 

Q7 

: 
08 


Qo 7 

3 
3> 
© 


QF 
Qo 
Tl) 


-ho 
= 


Links & 
resources 


Applying pressure to the goons help 
create fractures in the regime. One of the 
ways to do this is by publicizing the 
personal information of these henchmen 
and their network. 


If the foot soldiers know that their bad 
behaviour will get publicized on the 
internet, along with the names, address, 
phone numbers, social media accounts, 
ID, credit card (and...) of them and their 
family, they may think twice about 
whether their salary is fair for it.. 


To do this there needs to be a centralized 
group created where the crowd, each of 
who knows something, has somewhere to 
submit the information, and for the 
information to have a broad reach. 


Be careful when applying this tactic. The 
foot soldiers will hunt you down as a 
matter of precedence and do what they 
can to shut down the network. This is a 
job best reserved for someone out of the 
country and is capable of following 
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top-notch security measures. SS 


Some related classes include groups that 
take the doxxed information and do 
something with it (e.g., flyers and posters 
around the neighbourhood; midnight calls; 
signing up for loans...) 
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36. LIHKG Ground-washing Crew 
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39. Reddit 
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Most HK’er (Burmese) are not already 
active in Reddit / Twitter / YouTube, 
since they are English-primary medium. 
What this means is that it is hard for the 
average HK ’er to feel the pulse of these 
social media platforms. 


In addition, attention spread across 
many posts/tweets is effectively no 
attention amidst the natural activity, but 
when focussed on a single item propels 
its importance significantly. 


In the age of the smart-phone, an app 
that selects and presents curated 
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missions, in coordination with the 
platform team, helps focus and fully 
se a aes ek leverage the capacity of a populace. 
OOll 3 app aD [Qao8§sabs, This app can also work with the 
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Calendar team and act as a hub for 
Movement-related information. 





41. YouTube 
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43. Platform Owners (LIHKG) 
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The State and its supporters often own 
commercial entities, and control TV, radio, 
and newspapers. These are assets that 
can be targeted directly and indirectly. 
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business from revenue. If it is owned by the 
State (or its cronies) then this is a direct hit 
on their interest, and if it is not, the business 
may reconsider their support for a State that 
alienates its population. Done at-scale for 
C Cc oc 8 Cc Cc 7 
§c0p00p20928CUlooun1 O2YD3EQSO0UCH Qe long enough there would be no business 
left, and the State is weakened one way or 
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another.. 


If it is media, it probably relies on 
advertising as a large part of its revenue. 
While the owners of the media may be 
totally in bed with the dictators, the 
businesses / agencies placing 
advertisements are probably doing it only 
because the media helps it achieve 
publicity. 


An advertisement sniping campaign targets 
a media corporation, and collects a list of 
businesses that feeds the media. In 
coordinated campaigns, working with one 
business at a time, the citizens boycott 
them or leave messages in their social 
media / review expressing their disapproval 
for how they support the distorted media. 


The outcome, then, is that the business 
pays the media and ends up with worse 
perception; usually they (or their agencies) 
choose to spend their future money in better 
ways. 


This seldoms causes the media to collapse 
in a short time, but it can cause its stock 
evaluation to drop, cripples their capacity, 
resulting in lower production value, and 
lowers their views resulting in fewer 
advertisements... in other words, a slow but 
sure death spiral. 
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45. Publicity Teams 
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This kind of team is formed by 
e one to two leaders, 
e a group of graphic designers, and 
e Agroup of writers 
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graphics. 


The whole process, while usually has a 
fast turnaround of 15 min., sometimes can 
take up to 2 weeks depending on the 
amount of work. 


More reporting will be in your local 
language than in English or French, but 
articles in Chinese/Burmese will not 
help get international attention. 


If you are fluent in Burmese and another 
language, consider starting/joining an 
initiative where local news gets 
translated, published, and indexed in a 
central repository. 


This is foundational work whose impact 
is often second order: this provides 
material for other publicity groups, like 
the Twitter / Reddit / info groups to 
publish. 





Links & 
resources 


Guardians of Hong 





47. Photographers 


Links & 
resources 


Links & 
resources 





50. Artists 
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51. Climbing Brothers 
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Fine illustrations, especially when they are open-sourced 
with the original high-resolution / layered files, can be 
remixed and have an enduring value. 


Climbers scale cliffs that are in easy view of the public. 
They do so with large (e.g., 30 x 3 m) banners, and hang 


them down the side of the mountain. 
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These create a spectacle that energizes the public, and 
difficult for the regime to remove. 


The Lion Rock in Hong Kong oversees a large expanse of 


the city, and is also a great opportunity for iconic 
photography, day and night. Perhaps there are similar 
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SaszManmes vlocolosudi CQ03E800 grandfathers and grandmothers, and when they speak out 
for a cause, they are often listened to more carefully and 
with greater reverence. 
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In HK, many of our elders lived through the horrors of the | httos://www.scmp. 
Communist reign (Great Leap Forward, Cultural com/news/hong-ko 
Revolution) and saw in real time the 1989 Tiananmen na/politics/article/3 

¢ |Mass. They appreciate and embody the values of a 019054/elderly-tak 
progressive society with a fair legal system, free from e-streets-support-h 
corruption, free speech and free press, and despite their ong-kongs-young- 
ailing bodies are willing to do something for the younger extradition 
generation. 
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One of the scenes saw an elderly walking with a walking 
stick, carrying a sign that said, “I may be slow but | will 
keep walking”; two young ladies joined with a sign that 
said, “[We go together] You may be slow but us useless 
youths will wait for you.” 
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International organizations and governments have a high 
threshold for documenting rights violations, before which 
they can apply sanctions. 


In many cases this requires compiling reports 
documenting what violations have happened, and if there 
is a local group that can compile and submit such 
documentation, their task becomes easier and has the 
possibility of moving forward faster. 


Depending on the nature of the submission (e.g., filing 
incidents with the UN) or privately petitioning foreign 
governments, this may require a law background or 
contact with diplomats. 


Writing high-standard technical / legal documentation that 
runs hundreds of pages and requires compiling evidence 
exhibits is non-trivial. If you are an academic, lawyer, or 
have experience with such writing, you need to consider 
starting an attempt because probably few non-trained 
people will try or succeed. 
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In 1989-06-04, while HK was still a British colony, the CCP 
army massacred its own unarmed civilians when they 
dared to protest in Beijing. The immediate effect in HK is 
outpouring of support for the democracy movement, and 
shortly many families immigrated to all around the world to 
avoid the CCP rule. 


As a (more-or-less) bi-lingual community, HKers also often 
study overseas, and some would settle down. 


This history created a large HKer diaspora around the 
world, and they are able to help in different capacities. 
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This required incredible societal trust (it’s a lot of money!), 
a rich society (it’s a lot of money!), a free economy (it’s a 
iL lot of money!), a diaspora that is integrated with the 
N Cy Cc Cc (>) i ri . 
380390 Pd2g CQOICOVGIOD ©24926q2 | community (to design advertisements that speaks to those 


cc citizens), and monumental coordination from complete 


ro) 
¢ fe] c 
cgape|og[graymap2o? ena Nail h | strangers. It was probably an one-off event that cannot be 


reproduced in the same way. 


However, many diaspora groups do organize their own 
assemblies, marches, and campaigns to help raise 
awareness. 


(The HK19 protests were easily marketable; there is a 
clear storyline of millions of people coming out time and 
time again, peacefully and with great care for one another; 
‘ c c just to be brutally repressed with increasingly draconian 
(HK19 aog{y [gcaoodloou5 - 
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61. International Sanctioners 
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Democracies run on the support and sympathies of their 
voters, and the support and sympathy in their citizens for 
Hong Kong's struggle for freedom helps making the next 
steps possible. 
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Working with the support and sympathies of the citizens, it 
became feasible to petition politicians and other 
governments. 


This has led to the establishment of international political 
groups such as the Inter-Parliamentary Alliance in China, 
where members actually hold some sway on policies. 


https://ipac.global/ 


This escalated eventually to arms embargoes (no sale of 
arms/equipment to the HKPF), individual sanctions, and 
together with human rights violations in Xinjiang, entity 
sanctions of major CCP state-owned enterprises. 
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The wheels of international affairs turn s-l-o-w-I-y, 
impossibly so when things are so terrifying every day, and 
what seemed dark can (and does) turn darker every day. 


But be patient because these measures, once set in 
motion, have real bite. 


Dictators hold power because they can appease the small 
number of Essential people whose support they need; and 
to do that, money needs to flow. 


Between domestic civil disobedience, foreign 
governmental sanctions, and commercial withdrawal, each 
action chips away at the Economy Pillar that props them 
up. 


This is difficult for both of us (HK and MM) because our 
governments enjoy the backing of China, similar to 
Belarus-Russia or North Korea-China; but every action we 
still drain the source. 
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Value-Adding (Capacity-building) Classes 


62. Grassroot activities 
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Now the government censors the truth, and broadcasts 
the banal and untruths on state television; soon, when 
things cool to a simmer, they will rewrite history. 
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Do not assume your work is Truth and thus safe from 


( 


prosecution. Truth is the crime here. Make sure you’re 
doing this with good security measures, and perhaps 


outside the country.) 
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There are classes we never tried but probably should 
have... 


Poisoner. Dictators and their troops need to eat. Chronic 
poison that takes weeks to take effect is an interesting 
option. 


Hackers. Interesting, with so many official and private 
targets, we’ve never gone down this route. 


Defectors. A strategy with historical precedence but was 
never really attempted in HK19 due to the raw emotions, 
sudden extreme social divisions and doxxing campaign of 
the time. Thus the existence of defectors remains one of 
the biggest ‘what ifs’ of HK19 and a source of continued 
debate as to its theoretical effectiveness. 


All successful anti-authoritarian movements involved a 
critical mass of the police, armed forces or political 
leadership publicly switching sides and joining the cause. 
The reasons for defectors can vary and range from 
genuine ideological sympathy to personal, political or 
financial gain. Nevertheless, such individuals or groups 
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can bring valuable intelligence, training, experience and 
firepower to the people that would otherwise be. highly 
inaccessible to a wholly civilian movement. 


Public defections also hold considerable propaganda 
value both in bolstering morale for the movement and 
sowing confusion and doubt in the ranks of the authorities, 
encouraging more to entertain the idea of switching sides. 


Encouraging defectors requires targeted campaigns from 
both Publicity Teams and Keyboard Warriors and can 
range from appealing to their humanity to outright 
incentivization. Generally lower ranks are more 
susceptible to defecting out of humanitarian reasons due 
to personal proximity to civilians and family, whilst higher 
ranks usually require some form of political or financial 
guarantee for their higher profile change in loyalty. 


This strategy generally has a bell curve success rate, 
extremely difficult to start but exponential effectiveness 
once a critical mass is achieved, this strategy is also likely 
to be far more effective in Myanmar due to lower pay of 
troops and institutional corruption of the Tatmadaw 
compared to the HKPF. 
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